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1
Decision/action requested

This document proposes to introduce a new solution for delegated "Subscribe-Notify" interaction authorization to TR33.855.
2
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3
Rationale
As specified in clause 7.1.2 of TS 23.501[1], a delegated “Subscribe-Notify” scenario is exist: a Control Plane NF_A may subscribe to NF Service offered by Control Plane NF_B on behalf of Control Plane NF_C, i.e. it requests the NF Service Producer to send the event notification to another consumer(s). In this case, the existing token-based authorization cannot work. Since the subject part of the generated token only includes the instance ID of the NF_A and the Producer. This token can only indicate that the NF_A is authorized to access the NF_B service, and cannot indicate whether the NF_C is authorized to receive the notification of the NF_B. Therefore, the authorization procedure for the delegated “Subscribe-Notify” interaction scenarios is needed.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X 
Solution #X: Service access authorization in the delegated "Subscribe-Notify" interaction scenarios

6.X.1
Introduction

This solution addresses key issue #X: Service access authorization in the delegated "Subscribe-Notify" interaction scenarios. 
6.X.2
Solution details

This authorization scheme is useful in the delegated "Subscribe-Notify" interaction scenarios, which is a NF_A subscribes to NF Service offered by NF_B on behalf of NF_C.
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Figure 6.X-1: Service access authorization in the delegated “Subscribe-Notify” interaction scenarios.

0.  As precondition, the interaction between NF_A and NF_C determines that the NF_A subscribes services on behalf of the NF_C, and NF_C provides its instance id to the NF_A. 

1. The NF_A shall send the Nnrf_AccessToken_Get Request to the NRF. The token request contains the instance ID of the NF_C, the instance ID of the NF_C and an indication (Expressed as “Indication_delegated”) that indicates the token request is for the delegated "Subscribe-Notify" interaction scenarios which is the NF_A subscribes services on behalf of the NF_C.

2. The NRF shall obtains the NF Instance ID of the Service Consumer (NF_A and NF_C) and the indication_delegated from the NF_A, and perform authorization. If authorization succeeds, a token is generated, where the token includes the instance ID of NF_A and the instance ID of NF_C. The token is used to indicate that the NF_A is authorized to subscribe services on behalf of the NF_C, and is used to indicate that the NFC is authorized to receive the NF service provided by the NF_B.
3. The NRF shall send the Nnrf_AccessToken_Get Response to the NF_A with the token.

4. The NF_A shall send a subscription request, which contains the token and the associated notification endpoint of the NF_C, to the NF_B.

5. Upon reception of the subscription request, the NF_B shall check the integrity of the token and verify the claims in the token, and determine that whether the NF_C is authorized to receive the NF_B service notification based on the instance ID of the NF_C contained in the token claims.

6. The NF_B sends an authorization notification to the NF_C, which contains the authorization result. The authorization result is used to indicate whether the NF_C is authorized to receive notification from the NF_B. The NF_C saves the authorization result.
7. The NF_B shall reply to the subscription response to the NF_A after certain conditions are met.

8. Optionally, the NF_B may send a notification to the NF_A after certain conditions are met.

9. The NF_B detects the monitored event occurs and sends the event report notification to the NF_C, and the NF_C shall decide whether to deal with the notification sent by NF_B according to the saved authorization result.

6.X.3
Evaluation

Editor's note: The evaluation is FFS
***
END OF CHANGES
***
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